2-Factor Authentication (2-FA) is an
extra layer of security that is known
as "multi factor authentication."

How Old Is
2-Factor?

It is a form of authentication that
requires not only a password and
username, but also something that
the user, and only, the user has.

Wheo Uses 2-
Factor
Authentication?
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There are three types of factors:

Something you know, such as a
personal identification number
(PIN), password or a pattern

Something you have, such as an
ATM card, phone, or fob

Something you are, such as a
biometric like a fingerprint, your
face, or your voice




+ Something you know and something
you are.

» Something you know and something
you have.

« Something you have and something
you are.

+ The permutations are endless... or are
they?







Duo Authentication

Protect Your PG Calc Account

Two-factor authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
from aCCessing your account, even if they know your password,

This process will help you set up your account with this added layer of
SECUriTy.
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Duo Authentication

What type of device are you adding?

@ Moblle phone scoumEnDED
Tablet (IPad, Nexus 7, e1c )
Landline

Continue
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Duo Authentication Duo Authentication

=.I= Enter your phone number

NN b This? Of
meed help? | Uinited States

Enter your phone number

United States v

Powered by Duo Security

+1|

ex: (201) 234-5678

+1 ‘ 7817716697 v

ex (201) 234-5678

E (781) 771-6697 15 this the correct number?
m T
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What is this? OF
Nega hlg?

Powered by Duo Security

Duo Authentication

Verify Ownership of 781-771-6697

1. 'We can call or text you with a verification code.

2. Enter yous B-gigit code:

Duo Authentication

Verify Ownership of 781-771-6697

1. 'We can call or text you with a verification code.

mwmtﬂtm

2. Enter your 6-cligin coce:

S
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Duo Authentication

-|I‘ My Settings & Devices
Al L J

What is this? f

Nasd 2 (% 105 781.771-6697 just Appen

Powered by Duo Security

Default Device:  jOS 781-771-6697

Whenllogin: | Ask me to choose an authentication method

v

E ol ke ok

=0
FNaw
Whatis this? €

Need nelg?

Powvered by Duo Security

Duo Authentication

My Settings & Devices

(1 i0S 781.771-6697 just aopen

Defaul Device:  §0S 781.771-6697

When llogin: | Ask me to choose an authentication method

Automatically send this device a Duo Push

Automatically call this dewice
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Description

Duo Authentication

Pushas & logn request to your phone or tablat (if you have Duo Mobile installed and
aclivated on your i0S, Andmid, or Windows Phona davice). Just raviaw the requast and
lap Approve o log in,

Choose an authentication method | Authenticate via phone callback.

- Lag in using & passcode, ether generated with Duo Mobile, sent via SMS. generated by
Duo Push recommenpen yousr hardware token, or provided by an administrator,

Click Send codes 1o gel a new baich of passcodes texied o your phane.
Q call Me

E Passcode

Enrollment Ein prompt that you'll normally see when |0g]
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All GiftWrap clients are eligible,
including:

- SaaS customers

« Silver, Gold, and Platinum

customers
- Enterprise customers™

* may require custom set up - and pricing
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